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Accessing eduroam
using Windows 7 or Windows Vista

Instructions to access eduroam p.1

Assistance with eduroam p. 4

1. Open the "Network and Sharing Center”

This is located by selecting the “Start” menu and clicking the “Control Panel” option then
selecting "“Network and Sharing Center”

2. Select "“Manage Wireless Networks”

@k/' 55+ Control Panl » Al Contrel Panelltems - Network and Sharing Center

Contwol Pand Home . . : :
View your basic network information and setup ccnnections

Manage wireless networks 1* "' 0 See full map

Chanje adapter settings

CQUROKT11602 scequeduau Intenet
Chanje advanced staning {This computer)
o View your actve networks Cannect oe disconnect
| ad.cquedu.ae Accesstype Intemet
5 Domain netwerk Connestions: § Local Area Connecton

Chance your setwotkng setdngs

s Setup a new connection or network

Setup a wireless, broadband, dial-up, ad voc, of VPN connectiox; or sel up 3 reuter of access pomnt

‘5. Coenect to s network

Cosnect of reconnect 1o @ wiehess, wired disl-up, of VPN netwerk connection.

'* Cheoee hemeagroup and thanng eptioat

Access files and prnters lccated on other network computers, o change shanng settings.

& Troubleshoot protlems

Diaanose 37d repair netwerk protiems. of get treubleshooting nformation,

3. A “Manage wireless networks that use (Wireless Network Connection)” window will open.

Select the option “Add”.

@U' dill » Control Panel » Network and Internet » Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows traes to connect 1o these networks i the order listed below.

daptu properties  Profiletypes  Network and Shamng Centes
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eduroam using Windows 7 or Windows Vista(continued)

4. Please enter the following
information in the fields
located in the “"Manually
connect to a wireless
network” window
(pictured right).

Network name: “eduroam”

Security type: “WPA2-

Enterprise”

Encryption type: “"AES”

Click "Next”.

5. To establish the settings
for eduroam
(the wireless network),
click “"Change
connection settings”.

6. Select the “Security” tab (pictured left).

Ensure the "Remember my credentials for this
logged on” is

connection each time I'm
checked.

7. Click the “Settings...” button.
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Enter information for the wireless network you want to add
Netwoik name:
Security type: (pazEnterpist |~
Encryption type: QES ) = ‘
Security Key: Hide characters
V| Start this connection automatically
Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.
()

o s O.D. s

(o) @ Manually connect 1o a wireless et

Successfully added Test

< Connect to..

Open the "Connect to a network” dialog so | can connect.

<% Change connection settings
Owpen the conmection properties 50 that | can change the settings.

Conneaon Security | )

Security type:

[wpA2-Enterprise

Encryption type: [AES

Choose a network authentication method:
[ Microsoft: Protected EAP (PEAP) ([ settings |)

member my credentials for this connecﬁm/

me I'm logged on

Advanced settings
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eduroam using Windows 7 or Windows Vista (continued)

10.

11.
properties window click "Advanced Settings”

A "Protected EAP Properties”
window will open (pictured right).

Untick “Validate server
certificate”.

Click “"Configure”.

Untick the "Automatically use my
Windows logon name and
password” option (pictured below).

Click "OK” and “"OK"” again.

From the eduroam wireless network

Choose a network authentication method:
Microsoft: Protected EAP (PEAP)

8.

9.

 Protected EAP Properties

Cgnnect to these servers:

"] Baltimore CyberTrust Root
["] Class 3 Public Primary Certification Authority
CQU Root
CQU Root
| DigiCert High Assurance EV Root CA
| Entrust.net Certification Authority (2048) -
< m »

m.|»

Do not prompt user to authorize new servers or trusted
certification authorities

Select Authentication Method:

|Sea.redpass\~ord(EAP-MSO’lAPv2)

]

V| Enable East Reconnect

"] Enforce Network Access Protection

|| Disconnect if server does not present aryptobinding TLV
|71 Enable Identity Privacy

o< JI

Cancel

EAP MSCHAP\2 Properties

When connecting:

V|| Settings

Remember my credentials for this connection each

time I'm logged on
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eduroam using Windows 7 or Windows Vista (continued)
12. Advanced settings

802.1X settings | 802,11 settings

12. Tick “"Specify authentication mode”

thentication mode::
13. Change “User or Computer authenti- — :
cation” to “User authentication” ST

Delete credentials for all users

14. Click "Save Credentials”
["]€enable single sign on for this network
15. Enter your staff or student username
followed by @cqu.edu.au and then your
CQUniversity password . In the
Username field you must enter your

® Perform immediately before user logon
Perform immediately after user logon

10 -

| Allow additional dialogs to be displayed during single

username followed by “@cqu.edu.au” sign on
This network uses separate virtual LANs for machine
16. Click “"OK" until all windows are closed and user authentication

The eduroam (wireless) connection should now
be available.

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

H [ Mser name

| Password

Cancel

eduroam is a service that enables CQUniversity students and staff to connect a secure wireless network
while visiting other educational institutions around the world. This makes it possible to travel (for work
or study purposes) and connect to the internet the same as if you were on campus.

You can find out where eduroam is available in Australia at:
http://www.eduroam.edu.au/tools-and-resources.html

. If a popup continues to display asking for further information after you have entered your
username and password, you may need to disable the Bluetooth connection. It is located in the
system tray at the bottom right hand corner of the screen.

To disable the Bluetooth connection, double click on it the Bluetooth icon and select "WLAN".
If that option is unavailable right click on the icon and select “"Disable”.

Need assistance accessing eduroam?

Phone: 1300 666 620 Email: tasac@cqu.edu.au
Internal Extension: 9090 Online Request: http://tasac.cqu.edu.au
International: 61 7 4930 9090 Website: http://www.cqu.edu.au/it-help
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